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ABSTRACT 



The invention relates to an optical transmission system that 
implements encrypting of an information carrying signal by 
deterministic chaos. The system includes a transmitter (1), a 
receiver (4), and one transmission channel coupled between 
the transmitter (1) and the receiver (4). The transmitter (1) 
includes a deterministic chaos generator (3) coupled to an 
encoding system (2). The deterministic chaos generator (3) 
includes a wavelength tunable laser-emitting diode (33) and 
a feedback loop (34). The active layer of laser diode (33) is 
oflset controlled by a laser signal passed through a non- 
linear optical element (32) and a delay line (31). The 
receiver (4) has a deterministic chaos generator (7) coupled 
to a synchronizer (6) and a decoder coupled to the synchro- 
nizer (6). Preferably, chaos generator (3) is the same as 
chaos generator (7). Other features are disclosed. 

15 Claims, 4 Drawing Sheets 
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OPTICAL TRANSMISSION SYSTEM transmitter means for emitting an encrypted optical 

IMPLEMENTING ENCRYPTING BY signal, said means comprising means for generating 

DETERMINISTIC CHAOS deterministic chaos and means for encoding the 

information-carrying signal by said deterministic 

BACKGROUND OF THE INVENTION 5 chaos; 

1. Field of the Invention a Une for conveying the signal encrypted in this way; and 
The present invention relates to optical transmission sys- receiver means comprising means for generating deter- 

tems implementing encrypting by deterministic chaos. mm L ^ c chaos > and means for synchronizing said chaos 

* „ . , T c ■ wrth tne received encrypted signal and for decrypting 

2. Background Information 10 sajd eDCrypted sigoal; 

The very fast progress of telecommunications systems . , . , . . . . . , tU . 

, J ... . , C1 _ i t.- characterized in that the chaos is wavelength chaos, the 

using the public optical fiber network is being accompanied ma c , , ° , ( . 

^ , r A „ ... . j ? . r means for generating chaos including a wavelength 

by said network carrying traffic constituted by into rmation . ,i i- uf j f ju i i e c a- 7u« 

i ■ , . • . » • i * • . tunable light source and a feedback loop for feeding the 

of a private or commercial kind. It is therefore essential to . t . ' °\ _ t t . . . u 'i, . t . „7 n ,,„ 

r . . , . r • . hgnt signal output by said source back to the wave- 
have encoding means for protecting such information when 15 i «u r ■ * i -j i • i ~ t 
. . r , & . *; . f . length tuning control, said loop including means for 
U is for selective distribution. In general, signals are n0D . Iinear wave length conversion, and a delay Une. 
encrypted using highly specific codes generated by math- Such a m ^ adv of , he d ic character . 
emahcal algonthrns^ Such methods are reserved for signals ^ of cb c £ araeterist 4 which m ran . 
hat possess a b.gb degree of confiden Uali y, but they suffer dom overaU ^ enti delerministic locall 
from the drawback, due to their complexity with respect to 20 h ^ ^ be ^ e .. d to 
encoding and decoding, of being suitable for use only at ^ ah data rates 

relatively low transmission rates (a few tens of Kbit/s ^ d of confidentialit ided fa sufficient , 0 

approximately) Some applications sucb as remote distn- , a ^ havi deteclioQ mMns ^ can be CQnsid . 

bution of paid-for information or TV channels, for example, ere( , a$ ^ < <ord ? fom mana ^ , 0 break the 

can accept a much lower degree of security, providing it is 25 ; key given knowledge of the statistical properties 

nevertheless capable of providing protection against intrud- of £ cha e os ^ for encodj * 

ers possessing ordinary detection means. Under such ^ invention ako jdes transmitter and/or receiver 

circumstances, the reqmrements are for an encrypting device a s fof ^ a transmission tem . 

that is cheap, reliable, simply ^configurable by quickly 0(her advant and characteristics of the mvelllioil 

changing the encrypting key, and capable of accommodating 30 ^ ^ ^ foUowing description ^ descrip . 

lg ata rates. t - on ^ p Ure j v illustrative and non-limiting. It should be read 

The proposed apparatus sets out to satisfy these require- with re ference to the accompanying drawings, in which: 
ments. 

Proposals have already been made to use deterministic 35 BRIEF DESCRIPTION OF THE DRAWINGS 

chaos phenomena for encrypting radiofrequency communi- nQ ± fc a ^ diagfam showiQg a system constimting 

cations. one pQggjjjjg embodiment of the invention; 

In this respect reference may advantageously be made to nG 2 sqows a iMe embodiment of a wavelen gth 

the following publications: chaQS generator; 

[1] L. Pecora "Overview of .chaos and communications 40 nG 3 fe a graph showing an example of & norMinearity 

research , SPIE, Vol. 2038, p. 2, 1993; curye for the non . linear element of the FIG. 2 generator; 

[2] S Hayes C Grebogi, and E Ott << Communicating nG 4 shows Mg embodiment of the receiver 

with chaos", Phys. Rev. Lett., Vol. 70, p. 3031, 1993. a _ . t , *„„. m L^„ „f c T r> 1. 

_ ' J * _ K means m the transmission system 01 FIG. 1; 

The chaos generator systems used for this purpose are - . . . . 

electronic systems in which non-linearities are produced by 45 FIG. 5 is a diagram of a transmission system constituting 

diodes or by comparators having thresholds and hysteresis. a possible embodiment of the invention, and implementing 

Chaos phenomena have also been studied on delayed P hase modulation of a wavelength-chaotic signal; 
differential optical systems having non-linear dynamics, FIG. 6 shows another possible embodiment of a wave- 
using the light power of the signal as the dynamic optical length chaos generator; 

variable. 50 FIG. 7 is a graph showing an example of wavelength 

In this respect, reference may be made to the following chaos as a function of time; and finally 

publications: FIG. 8 shows a multichannel transmission system of the 

[3] P. Celka, "Chaotic synchronization and modulation of invention, 
non -linear time-delayed feedback optical systems", 

IEEE Transactions on Circuits and Systems, Vol. 42, 55 DETAILED DESCRIPTION OF THE 

No. 8, p. 1, 1995; INVENTION 

[4] Takizawa, Liu, and Ohtsubo, "Chaos in a feedback In this specification, numbers used as reference characters 

Fabry-Perot interferometer", IEEE Journal of Quantum m 0 ne figure that are the same in another figure refer to the 

Electronics, Vol. 30, No. 2, p. 334, 1994. 6Q same element. 

SUMMARY OF THE INVENTION optical transmission system shown in FIG. 1 com- 

pnses transmitter means 1 and receiver means 4 between 

The invention proposes an optical transmission system which the optical signal X 5 (t) carrying encrypted information 

using chaos encrypting on the wavelength variable. is conveyed by a fiber F. 

More particularly, the invention provides a system for 65 The transmitter means 1 comprise a wavelength chaos 

transmitting an optical signal carrying information, the generator 3 and an encoding system 2, serving to mix a 

system comprising: data-carrying signal s(t) with the wavelength-chaotic signal 
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generated thereby. Naturally, the signal s(t) may equally well 
be an analog signal or a binary signal. 

The receiver means 4 comprise a chaos generator 7 that is 
completely or partially similar to the generator 3, means 6 
for synchronizing local chaos with received chaos, and 
decoder means 5 that generally include means in common 
with the synchronization means 6. 

The chaos generators 3 and 7 are light sources, controlled 
to emit a signal at a wavelength K(t) that possess chaotic 
dynamic behavior. The value of the wavelength X(t) varies 
between a wavelength ^ and a wavelength X^, e.g. corre- 
sponding to an optical bandwidth of the order of a few 
Angstroms. 

Since the variations of X(t) are chaotic, the signal has a 
white noise type spectrum in the frequency band usually 
used for transmitting data rates by optical telecommunica- 
tions (in the range 100 Mbit/s to 10 Gbit/s). 

The overall pseudo-random appearance that chaos gives 
to the wavelength X(t) serves to encrypt the signal s(t). 

Also, given that the dynamic characteristics of chaos are 
locally deterministic in time, the encrypted signal can be 
decoded providing the same deterministic dynamic is avail- 
able on reception, i.e. from the elements constituting the 
wavelength chaos generator. 

The wavelength varies over time (or which comes to the 
same thing, the wave numbers a=l/X vary over time), in a 
manner governed by a differential equation including a time 
delay and of the type: 

where: 

a„ represents coefficients specific to the dynamic behav- 
ior of the system; 

d7(dt) M represents the n-th derivative relative to time of 
the variable a(t); 

NL represents a non-linear function of the variable a(t); 
and 

T is a time delay. 

Solutions to this equation are of the chaotic type: wave 
numbers a constituting solutions to this equation are pseudo- 
random; their frequency spectrum looks like that of white 
noise. 

For example, when the derivatives of second and higher 
orders have zero coefficients, the above equation takes the 
form below, known as Bceda's equation: 

do-(i) n\ 

cr(f) + t • — = NL\<r{t - T)\ ^ 

di 

where x represents the time constant of the system. 

The way in which the signal a(t) varies over time is 
chaotic. 

The non-linear function NL{o(t-T)} can be arbitrary. For 
example, and without this being limiting, FIG. 2 shows the 
case of a system in which the non-linear function is sinu- 
soidal and is written: 

NL{a(r-T)}=^[A-^sin 2 {M-a(/-T)}] (3) 

The Ikeda model has been the subject of numerous 
studies. In this respect, reference may advantageously be 
made to the following publications: 
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[5] K. Ikeda, "Multiple-valued stationary state and its 
instability of the transmitted light by a ring cavity 
system", Opt. Commun., Vol. 30, No. 2, p. 257, 1979; 
[6] R A. Hopf, D. L. Kaplan, H. M. Gibbs, and R. L. 
5 Schoemaker, "Bifurcations to chaos in optical 
Instability", Phys. Rev. A, Vol. 25, No. 4, p. 2172, 1982. 
According to that model, the wave number a (a=l/X) 
emitted at an instant t obeys the following equation: 

-in doit) 

iU cr(0 + t • — - = Nl\o\i - T)] = 7i ■ [A - /i • sin 2 {Af • <r{t - T)}] 
dt 

where x is the limiting time constant of the apparatus, T is 
a time delay that is at least twice as great as x, A is a 

15 parameter specific to the system, ^ is the bifurcation 
parameter, M is a parameter characteristic of the periodicity 
of the non-linearity which, for example, is of sinusoidal 
type. This parameter M is associated with the spectrum 
range X^)] within which the wavelength X(t) varies. 

20 FIG. 2 shows a possible embodiment of the chaos gen- 
erators 3 and 7. 

The chaos generator shown in FIG. 2 comprises a wave- 
length tunable laser-emitting diode 33 together with an 
opto-electronic loop 34 for controlling said laser diode 33. 

25 The laser diode 33 is a current controlled multisegment 
laser diode, e.g. of the DFB type. FIG. 2 shows two control 
electrodes for the diode 33, one for controlling its active 
layer (current I J and the other for controlling its wavelength 
offset (current I). 

30 The loop 34 includes an optical element 32 that is 
non- linear in wavelength, having a beam emitted by the 
diode 33 passing therethrough and associated with a pho- 
todetector 35 receiving the optical signal output from the 
non- linear element 32. 

35 The output current from the photodetector 35 is applied 
via a delay line 31 and an amplifier 36 to a control electrode 
of the emitting diode 33 through summing circuit 37. 

The non-linear element 32 is an absorption or emission 
element having extrema as a function of wavelength, e.g. a 

40 birefringent filter, or a Mach-Zender or a Fabry-Perot 
interferometer, a two-wave interferometer, or a multiple 
wave interferometer. 

Such an element has the advantage of making it possible 
to achieve non-linearity in very simple manner. 

45 The light power P x (t) output by said optical element 32 
varies as a function of the input wavelength in application of 
a non-linear curve having an extremum. 

FIG. 3 shows an example of sinusoidal non-linearity in 
wavelength. 

50 The wavelength tuning range of the laser source 33 covers 
a lobe of the non-linearity. For example, when the source 33 
is a multisegment laser diode that is wavelength tunable over 
a spectral range that is 20 A wide about X 0 =1.54//m, then the 
non-linear element 32 can be a 10 mm optical delay bire- 

55 fringent filter (periodicity 2xQ^) 2 fM equal to 2.4 A, lobe 1 
A approx.). 

In the example shown in FIG. 2, the delay line 31 is of 
electronic type. It could equally well be implemented by 
means of a length of optical fiber situated between the laser 
60 diode 33 and the photodetector 35. 

The time constant x of the loop as described above 
depends on the slowest dynamic element in said loop, i.e. 
mainly on the reaction time of its electronics (x=l ns to 2 ns). 

A condition for obtaining chaotic conditions is that T 
65 should be not less than 2x. The dynamic frequency band of 
the chaos (coding noise) then typically covers a band of 
about 500 MHz. Any information signal to be mixed with 
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such chaos must possess a Fourier spectrum within said 
band in order to be capable of being encrypted. 

The signal s(t) carrying information can be mixed with the 
chaos by summing with one of the currents I and Ij . The loop 
in FIG. 2 is shown as including a summing circuit 37 
whereby the photo-current output by the amplifier 36 is 
mixed with current carrying the signal s(t). 

In another variant, the signal s(t) can be mixed with the 
chaos by modulating the non-linear characteristic of the 
element 32, e.g. by applying an electric field thereto so as to 
displace the position of the maximum in the curve of 
non-linearity. 

In another variant, mixing can be performed by modulat- 
ing the gain K of the amplifier 36. 

FIG. 4 shows a possible embodiment of receiver means 4 
for receiving the signal output by the transmitter means of 
FIG. 2. 

The wavelength chaos \ s (\) containing the encoded signal 
is compared with chaos coming from the local chaos gen- 
erator 7. 

To this end, the receiver means 4 include two wavelength- 
to-voltage converters 61 and 62 which respectively convert 
the signal X/t) and the signal generated by the chaos 
generator 7 into voltage signals. 

These voltages are mixed in an electronic subtracter 63. 
This delivers an error signal which, after amplification by 
the regulator block 64 is injected into the local chaos 
generator 7 to maintain synchronism with the chaotic signal 

The local chaos generator 7 is identical to the generator 3 
shown in FIG. 2. The error signal is applied to the generator 
7 at the point where the chaos signal and the encoded signal 
are mixed in the generator 3 (e.g. at the summing circuit 37 
of FIG. 2), 

The wavelength-to-voltage converters 61 and 62 may be 
constituted, for example, by optical filters having transmis- 
sion that is linear as a function of wavelength. 

In another variant, as shown in FIG. 5, the signal s(t) can 
be superposed on the chaos by phase modulating the wave- 
length chaos signal X(t) emitted by the generator 3. 

The chaos signal output from the generator 3 is applied for 
this purpose to a phase modulator 2 where the signal s(t) is 
applied to the wavelength chaos. 

The receiver means 4 are then constituted by detector 
means that operate by optical heterodyning. They comprise 
a synchronization module 5 and a local chaos generator 7 
identical to those of FIG. 4. 

They also include optical heterodyning means 6 that have 
inputs receiving both the optical signal corresponding to the 
transmitted chaos as phase modulated by s(t), and the 
synchronous local wavelength chaos from the generator 7. 

These heterodyning means restore the signal s(t). 

Reference is now made to FIG. 6 showing another variant 
of a possible chaos generator for the invention. 

The generator shown in this figure is an all-optical chaos 
generator that can be used instead of the generator of FIG. 
2. 

It comprises a wavelength tunable laser diode 33 con- 
nected by an optical fiber 31 used as a delay line of delay T 
to a Mach-Zender interferometer 32 terminated at its end 
remote from the fiber 31 by a reflecting face 35. 

The emission wavelength X(t) output by the diode 33 is a 
function of the intensity I x (t) of the light beam input to said 
diode, which corresponds to that as initially emitted, but 
after passing through the optical non-linearity 32 constituted 
by the Mach-Zender interferometer and after being delayed 
by the delay line 31 of optical feedback loop 34. 
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The Mach-Zender interferometer 32 constitutes the ele- 
ment that is not linear in wavelength. 

The signal s(t) can be mixed with the chaos either by 
modulating the control current of the laser diode 33 with 
control current modulator 23 or by modulating the control 
voltage of the Mach-Zender interferometer 33 with control 
voltage modulator 22. 

The advantage of this all-optical chaos generator lies in its 
very short time constants (-10 ps) and thus its capacity to 
encode signals at very high data rates (10 GHz). 

FIG. 7 shows an example of wavelength chaos as can be 
obtained using a generator as shown in FIG. 2 or FIG. 5. 

The graph of the non-linearity of FIG. 3 shows the 
possible locations where said chaos takes place. They can be 
situated either on the concave portion of a non-linearity lobe, 
or on the convex portion thereof. 

As a general rule, the total tuning range AX of a multi- 
segment laser is much greater than the width b\^X 2 -X 1 of a 
non-linearity lobe. 

It is therefore possible to perform encoding on a plurality 
of channels, giving each channel its own tuning range lobe. 
Each channel is then centered on a given wavelength X 0J , 

Xo 2 , . . . , 

FIG. 8 is a diagram showing a system for multichannel 
encoding by wavelength chaos. 

The system includes a transmitter system 1 as described 
above, driven by a unit 8 for controlling multichannel 
wavelength encrypting. 

The unit 8 serves to modify the operating points of the 
system 1, i.e. firstly to modify the center wavelength of the 
emission chaos (X^), and secondly to modify the encrypting 
key. 

To this end, it includes a wavelength switch 9 which 
delivers various current levels to the electrodes of the diode 
33 of the chaos generator shown in FIG. 2. These currents 
switch the center wavelength about which the chaos varies. 

The unit 8 also includes a key switch 10 controlling one 
of the elements of the control loop of the laser diode 33 so 
as to modify one of the chaos parameters, and thus the 
encrypting key, as a function of the channel used. For 
example, the unit 10 may vary the gain K of the amplifier 36 
as a function of the channel used. It may also vary the 
non-linearity of the non-linear element 32, e.g. by a thermal 
effect, an electro-optical effect, a piezoelectric effect, or an 
optical effect. 

Naturally, it is also possible to provide means for modi- 
fying the encrypting key for a single channel transmission 
system. 

It will be observed that the above-described transmission 
system does not require the receiver to lock onto the absolute 
value of the emitted wavelength, but only onto the relative 
variation thereof. This gives rise to highly flexible decoding, 
for the purpose of selecting one or another of the encoded 
channels, naturally providing the encoding key is known 
(i.e. which elements, and what parameters for said 
elements). 

What is claimed is: 

1. A system for transmitting an optical signal carrying 
information, the system comprising: 

transmitter means (1) for emitting an encrypted optical 
signal, said means comprising means (3) for generating 
deterministic chaos and means (2) for encoding the 
information carrying signal by said deterministic 
chaos; 

a line (F) for conveying the signal encrypted in this way; 
and 

receiver means (4) comprising means (7) for generating 
deterministic chaos, and means (5, 6) for synchronizing 
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said chaos with the received encrypted signal and for 
decrypting said encrypted signal; 
wherein the chaos is wavelength chaos, the means (3, 7) 
for generating chaos including a wavelength tunable 
light source (33) and a feedback loop (34) for feeding 
the light signal output by said source back to the 
wavelength tuning control, said loop (34) including 
means (32) for non -linear wavelength conversion, and 
a delay line (31). 

2. The system of claim 1, wherein the light source (33) is 
one of 

(i) controlled by an electrical parameter where feedback 
loop (34) is optoelectronic, and 

(ii) optical where feedback loon (34) is optical. 

3. The system of claim 2, wherein the non-linear means 
(32) is an optical element having extrema as a function of 
wavelength, wherein the optical element is at least one of a 
two-wave interferometer, a Mach-Zender interferometer, a 
Fabry-Perot interferometer, a birefringenet crystal, and a 
multiple wavelength interferometer. 

4. The system of claim 1, wherein the encoding means 
includes means (37) for mixing the information-carrying 
signal with the signal propagating in the feedback loop (34) 
to produce chaos X,(t) containing the signal to be transmit- 
ted. 

5. The system of claim 1, wherein the encoding means (2) 
includes a phase modulator adapted to phase modulate the 
emitted wavelength chaos by the information-carrying sig- 
nal. 

6. The system of claim 4, wherein the transmitter means 
for generating chaos (3) and receiver means for generating 
chaos (7) are identical. 

7. The system of claim 2, wherein both the transmitter 
means and receiver means include means for modifying the 
parameters of the feedback loop (34), thereby modifying the 
encrypting key, wherein the means for modifying the param- 
eters of the feedback loop (34) includes at least one of (i) 
means for modifying the non-linearity of the conversion 
means and (ii) means for modifying the value of the delay. 

8. The system of claim 1, further comprising: 

an encrypting control unit (8) including a key switch (10) 
coupled to the means (2) for encoding the information 
carrying signal and a wavelength switch (9) coupled to 
the means (3) for generating deterministic chaos. 

9. A communication device for a transmission system, 
comprising: 

wavelength chaos generator means, said means including 
a wavelength tunable light source having a light signal 
and a wavelength tuning control electrode; and 

a loop for feedback of the light signal output by said 
source to the wavelength tuning control electrode, said 
loop including non-linear conversion means for the 
wavelength coupled to a delay line. 
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10. An optical transmission system implementing 
encrypting of an information carrying signal by determin- 
istic chaos, the system comprising: 

a transmitter (1) having a deterministic chaos generator 

5 (3) coupled to an encoding system (2), the deterministic 
chaos generator (3) including a wavelength tunable 
laser-emitting diode (33) and an opto-electronic feed- 
back loop (34), the wavelength tunable laser-emitting 
diode (33) having a first electrode for active layer 

10 control, a second electrode, a first output for outputting 
a chaotic signal having a wavelength X,(t), and a second 
output, the opto-electronic feedback loop (34) having 
an optical element (32) coupled to the second output of 
the wavelength tunable laser-emitting diode (33) and a 
delay line (31) coupled between the optical element 

35 (32) and a second electrode of the wavelength tunable 
laser-emitting diode (33) as wavelength offset control; 
a receiver (4) having a deterministic chaos generator (7) 
coupled to a synchronizer (6) and a decoder coupled to 

2Q the synchronizer (6); and 

one transmission channel coupled between the transmitter 
(1) and the synchronizer (6) of the receiver (4). 

11. The system of claim 10, wherein the one transmission 
channel is a high speed transmission channel. 

25 12. The system of claim 11, wherein the one transmission 
channel is a fiber optic cable. 

13. The system of claim 10, wherein the deterministic 
chaos generator (3) and the deterministic chaos generator (7) 
include the same structure. 
30 14. A method for transmitting a data -carrying signal s(t) 
encrypted by deterministic chaos as coding noise, the 
method comprising: 

generating a chaotic signal in a chaos generator (3), the 
chaotic signal having a wavelength X 2 (i) that demon- 
35 strates chaotic dynamic behavior that is locally deter- 
ministic in time; 
mixing the data -carrying signal s(t) with the wavelength 
chaotic signal in an encoding system (2) coupled to the 
deterministic chaos generator (3) to produce a mixed 
40 signal having transmitted chaos; 

transmitting the mixed signal over one transmission chan- 
nel coupled to the transmitter (1); 
receiving the mixed signal from the one transmission 
channel at a receiver (4) having receiving chaos gen- 
45 erated in a chaos generator (7); 

synchronizing receiving chaos with transmitted chaos at a 

synchronizer (6) coupled to chaos generator (7); and 
decoding the mixed signal at a decoder (5) coupled to the 
synchronizer (6). 
50 15. The method of claim 14, wherein the chaotic signal 
presents a white noise frequency spectrum having a fre- 
quency band that ranges between 100 Mbit/s and 10 Gbit/s. 

***** 
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PATENT NO. : 6,018,582 Page 1 of 1 

DATED : January 25 , 2000 

INVENTORY) : Francois et al. 



tt is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 



Column 3, 

Line 39, delete "numbers a consituting" and insert -- numbers a constituting «. 
Column 6. 

Line 6, delete "interferometer 33 with" and insert -- interferometer 32 with ». 
Column 7. 

Line 14, delete "feedback loon" and insert - feedback loop --. 
Line 30, delete "system of claim 4" and insert ~ system of claim 5 
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